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ROAs - Route Origin Authorisations

 2

• A cryptographically secure replacement for route[6] objects 

• Adds maximum prefix length 

• Yields route origin triplets that have been validated 

RPKI

(	Origin	AS,	Prefix							,		Max	Length	)	
(	AS65500,			2001:db8::/32,		/48								)	
(	AS65501,			192.0.2.0/24,			/24								)



Route Server Refresh at INEX
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NEW ROUTE SERVERS

• RPKI just one element of a complete filtering re-think 

• Upgrade configuration from Bird v1.6 to Bird v2.0 

• Complete rewrite of filtering workflow 

• Large communities used extensively within the route server  

• Upgrade Bird's Eye1 for Bird v2 BGP  

• Overhaul IXP Manager looking glass

1. A secure micro service for querying Bird - https://github.com/inex/birdseye 

https://github.com/inex/birdseye


Bird v1 to v2 Changes
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NEW ROUTE SERVERS

• RPKI-RTR supported 

• Collapsed separate daemons for IPv4 and IPv6 into a single daemon 

• master route table becomes master4 / master6 

• new protocol blocks: ipv4 { ... }   /    ipv6 { ... } 

• Other very minor configuration changes 



Validating BGP Routing with RPKI-RTR
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• A cache server (validator) does the cryptographic heavy lifting 

• Routers receive and maintain the set of ROAs via RPKI-RTR from the cache 

• RPKI gives three validation results:  VALID, INVALID, UNKNOWN 

RPKI

RIPE

APNIC

Local Cache

Local Cache Routers



IXP Manager v5 Route Server Filtering
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NEW ROUTE SERVERS

1. Small prefixes (default is > /24 / /48 for ipv4 / ipv6) 
2. Martians / bogons 
3. Ensure at least 1 ASN and <= 64 ASNs in path 
4. Ensure peer AS is the same as first AS in the prefix’s AS path 
5. Prevent next-hop hijacking 
6. Filter known transit networks 
7. Ensure origin AS is in set of ASNs from member AS-SET 
8. RPKI: 

• Valid -> accept 
• Invalid -> drop 

9. RPKI Unknown -> revert to standard IRRDB prefix filtering



IXP Manager v5 Route Server Filtering
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Filter Known Transit Networks
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NEW ROUTE SERVERS These do not peer at IX’s and 
they aren’t typically customers of 

IX participants



IXP Manager v5 Route Server Filtering
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Ensure Origin AS is in member’s AS-SET
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NEW ROUTE SERVERS

as-set:									AS-HEANET	
descr:										Autonomous	Systems	routed	by	HEAnet	
members:								AS1213,	AS2128,	AS112,	AS42310,	AS2850,	AS-IEDR	
remarks:								Group	ASs	routed	by	HEAnet	together	
mnt-by:									HEANET-NOC	
source:									RIPE

1. BGP filtering automation tool: https://github.com/snar/bgpq3 

No ability to create AS sets in RPKI 

draft-ietf-grow-rpki-as-cones under discussion 

This is a regression over static IRRDB filtering

https://github.com/snar/bgpq3


IXP Manager v5 Route Server Filtering
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IXP Manager v5 Bird Topology - Import From Member

 12

NEW ROUTE SERVERS

AS112 
BGP Peer

AS112 
Routing 

Table

Master RS 
Routing 

Table
AS112 
PIPE

BGP import policy checks 
prefixes and tags them for 

later filtering

Pipe 'to master' filter 
filters all tagged prefixes



Route Server BGP Community Usage
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NEW ROUTE SERVERS

Description Large Community

RPKI Valid 43760:1000:1

RPKI Unknown 43760:1000:2

IRRDB Valid 43760:1001:1

… …

Side note

1. https://github.com/euro-ix/rs-workshop-july-2017/wiki/Route-Server-BGP-Community-usage 

Description Large Community

Bogon Prefix 43760:1101:3

IRRDB Invalid 43760:1101:9

RPKI Invalid 43760:1101:13

… …

43760:1101:*	are	filtered

https://github.com/euro-ix/rs-workshop-july-2017/wiki/Route-Server-BGP-Community-usage


IXP Manager v5 Bird Topology - Export To Member

 14

NEW ROUTE SERVERS

AS112 
BGP Peer

AS112 
Routing 

Table

Master RS 
Routing 

Table
AS112 
PIPE

Strip route server tags Pipe 'from master' applies 
standard IX community 

filtering



Standard IX Route Server Community Filters
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NEW ROUTE SERVERS

Description Community Large Community

Prevent announcement of a prefix to a 
certain peer

0:peer-as 43760:0:peer-as

Announce a prefix to a certain peer 43760:peer-as 43760:1:peer-as

Prevent announcement of a prefix to 
all peers 0:43760 43760:0:0

Announce a prefix to a all peers 43760:43760 43760:1:0

Side note



RPKI Implementation Notes

RPKI @ INEX



Validator Software - RIPE NCC RPKI Validator 3
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• RIPE NCC RPKI Validator 3 released in 2018  

• https://github.com/RIPE-NCC/rpki-validator-3  

• Dramatically reduces installation complexity 

• Modest VM requirements, runs on standard OS distributions 

• Requirement to download ARIN TAL separately

RPKI @ INEX

$	wget	https://ftp.ripe.net/tools/rpki/validator3/rc/generic/rpki-validator-latest-dist.tar.gz	
$	tar	zxf	rpki-validator-latest-dist.tar.gz	
$	./rpki-validator-3.0-x/rpki-validator-3.sh	
$	open	http://localhost:8080		

$	wget	https://ftp.ripe.net/tools/rpki/validator3/rc/generic/rpki-rtr-server-latest-dist.tar.gz	
$	tar	zxf	rpki-rtr-server-latest-dist.tar.gz	
$	./rpki-rtr-server/rpki-rtr-server-3.sh	

https://github.com/RIPE-NCC/rpki-validator-3


Validator Software - Routinator
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• Routinator by NLnet Labs 

• https://github.com/NLnetLabs/routinator 

• First impressions: low overheard, installation simplicity, stable, "just works" 

• Requirement to download ARIN TAL separately

RPKI @ INEX

$	curl	https://sh.rustup.rs	-sSf	|	sh	
$	source	~/.cargo/env	
$	cargo	install	routinator	
$	routinator	rtrd	-al	127.0.0.1:3323	



Validator Software - Cloudflare RPKI Toolkit
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• OctoRPKI pulls ROAs from trust anchors and validates their signatures 

• GoRTR distributes these ROAs to clients using the RPKI-RTR protocol 

• First impressions: low overheard, installation simplicity, stable, "just works" 

• Requirement to download ARIN TAL separately

RPKI @ INEX

$	apt	install	golang	git	rsync	ca-certificates	
$	go	get	github.com/cloudflare/cfrpki/cmd/octorpki	
$	./go/bin/octorpki	-h	
$	mkdir	tals	&&	mkdir	cache	&&	touch	rrdp.json	
$	cp	go/src/github.com/cloudflare/cfrpki/cmd/octorpki/tals/*	tals/



Validator Software - RPKI-RTR and Bird
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RPKI @ INEX

roa4 table t_roa;

protocol rpki rpki1 {

    roa4 { table t_roa; };

    remote "192.0.2.67" port 3323;

    retry keep 90;
    refresh keep 900;
    expire keep 172800;
}



Validator Software - RPKI-RTR and Bird
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RPKI @ INEX

# RPKI check
rpki_result = roa_check( t_roa, net, bgp_path.last_nonaggregated );

if( rpki_result = ROA_INVALID ) then {
    ...
}

# or ROA_VALID / ROA_UNKNOWN



Implementation Process at INEX
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• INEX has two route servers and a route collector per LAN 

• Upgrade route collector to Bird v2 + RPKI first 

• identify members who peer on the route server with RPKI invalid prefixes 

• found 4 members of ~80 with issues 

• 1 x more specific advertised than ROA allowed for 
• 1 x origin AS not matching ROA 
• 1 x member still advertising transferred space, new owners had ROAs 
• 1 x member created ROA for upstream peer-as rather than origin-as 

• members alerted to this on a "FYI basis" (i.e. non-blocking for INEX) 

• Route server #1 completed Feb 7th  

• Route server #2 completed Feb 14th

RPKI @ INEX



Implementation Process at INEX
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• Outside of the four members with issues, no other member issues 

• Single issue relating to Bird v2 with session establishment (known bug, fixed) 

• No issues with Routinator 

• Issues with RIPE NCC Validator (crashing, disk space)  

• RIPE NCC Validator replaced with Cloudflare RPKI toolkit - no further issues 

• Upgrade was substantial amount of work: 
• Bird v2 
• 24 route collectors and route servers 
• Large community tagging and filtering 
• RPKI vs IRRDB 
• Community engagement 

RPKI @ INEX
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New Route Server Filtered Prefixes Tool
RPKI @ INEX
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IXP Manager v5.1.0 Released
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• BIRD2 support for route servers, route collectors, AS112 

• RPKI support 

• Major looking-glass overhaul, including Prefix Analysis Tool 

• Laravel upgrade for latest framework support 

• Bootstrap upgrade with new front-end look 

• Available on https://github.com/inex/IXP-Manager 

IXP MANAGER
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THANK YOU

Questions?


